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M50 LSASS M 22| H7} o MEICt,
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TECHNIQUE

Account Discovery: Domain
Account (T1087.002)

Performed AD reconnaissance using et user /

domain commands to identify domain

TECHNIQUE

Remote System Discovery (m101s)

Used nitest and nslcokup commands to

Tify key servers and infrastructure

T

TECHNIQUE

System Owner/User
Discovery (T1033)

Used whoami and quser commands ta verify

em privileges and accounts

TECHNIQUE
User Execution: Malicious
File (M204.002)

Gsin1626 distributed malicious executable to
employee PC, wi as executed by user

establishing reverse shel

TECHNIQUE

Non-Application Layer
Protocol (11095)

Established outbound TCP connection to

attacker server IP on port 4444 via reverse

TECHNIQUE

Command and Scripting
Interpreter:

PowerShell (11059.001)

Used PowerShell throughout attack f
WinRM s and data e
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TECHNIQUE
Network Share Discovery (T1135)

Used net view and net share commands

discover network shared resources

TECHNIQUE

Permission Groups
Discovery (T1069)

Used net localgroup Administrators to identify

Iocal admin group members and domain
administrators

VULNERABILITY

Weak Service Account Password
Policy

TECHNIQUE

Ingress Tool Transfer (11105

Transferred Rubeus.exe tool into employee PC
for Kerberoasting attack

TooL
Rubeus

Tool used to extract Kerberos ticket hashes
from service accoun

Used in

TECHNIQUE
Steal or Forge Kerberos Tickets:
Kerberoasting (11558.003

+ Kerberos service ticket
hashes from service accounts with weak

password policies, then cracke:




TECHNIQUE

Data Staged: Local Data
Staging s

TECHNIQUE

Archive Collected Data: Archive

via Utility (71560001

exfiltration

TECHNIQUE

Masqueradin

Legitimate Resource Name or

Location (11036.005

, match |

TECHNIGUE
- Remote Services: Windows
Hashcat Remote Management

File Server

TECHNIQUE
S Credential Dumping:
DCSync (T1003.006
extractkabtgt AES256 key

TECHNIQUE

Steal or Forge Kerberos Tickets:
Golden Ticket (11556.001

AWS Cloud AD Infrastructure

S Credential Dumping: LSASS
Memory

System Binary Proxy Execution:
Rundil32

TECHNIQUE

Valid Accounts: Domain

Accounts.




TECHNIQUE

Exfiltration Over C2
Channel (T1041

> 4
INFRASTRUCTURE

Attacker C2 Server (Port 4444)

TECHNIQUE

System Services: Service
Execution (11569.002

TECHNIQUE

OS Credential Dumping:
NTDS (11003.00

Y

ASSET

Domain Controller
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3.3. MITRE ATT&CK O EE|A

Initial Access

Execution

Credential Access

Discovery

Lateral Movement

Exfiltration

T1078.002 Valid Accounts:

Domain Accounts

T71059.003 Command and
Scripting Interpreter:

Windows Command Shell

T1003.001 OS
Credential Dumping:
LSASS Memory

T1018 - Remote

System Discovery

T1021.006 Remote
Services: Windows
Remote

Management

T1041 - Exfiltration
Over C2 Channel

T71059.001 Command and
Scripting Interpreter:

PowerShell

T1003.006 OS
Credential Dumping:
DCSync

T1033 - System
Owner/User

Discovery

T1569.002 System

Services: Service Execution

T1558.001 Steal or
Forge Kerberos
Tickets: Golden Ticket

T1069 - Permission

Groups Discovery

T1558.003 Steal or
Forge Kerberos
Tickets:

Kerberoasting

T1087.002 Account
Discovery: Domain

Account

T1135 - Network

Share Discovery
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Shell SecurityUpdate.exe ot¢| Z2AM A2 HAHE[0] HY
aba| 4|7} OfLl 22 Alsh Mo 2 met

T1087.002 / | Discovery PCOT & FSOT0IM AE, &, AlLHE, 557, &4 Al

T1069 / AH B AT EEE S S AKXl &t F mpep t

71018 / H 2 EHE

T1135 /

T1033

T1558.003 Kerberoasting employee1@MYCOMPANY.LOCALO| svc_file A{H]
A E|ZE 28D Status=0x02 2 H&. L&t A
ol 23 gl= MH[A AE E[ZS 28T HO| o
o 2.

T1021.006 WinRM Remote svc_file H"S0] FSO10 WinRM 7|t 12 MEHS =

Execution &, Kerberoasting 0|2 A{H|A A 28 7Hs7d.

T1003.001 LSASS Dump FSO1O| A rundlI32.exe?} Isass.exeOf|
GrantedAccess=0x14102 2 ™. LSASS H 22| &
I o4,

T1041 Exfiltration Over C2 | PCO1/FSO10{| Al PowerShell HTTP Y2 E7} EFX| &

Channel 1, comment 7|FE hashes.txt X share_data.zipO|
54.180.55.229:80812 Y= E &

T1003.006 DCSync DCO10{|A admin_user 5! Administrator A& 2| AD
=X #eot 20| Ci== EX|E. H[el7tip 22 &
= 2ot Ho| Z8.

T1558.001 Golden Ticket 10.0.1.19401| M TGT 27 80| TGS 80| &0
= Kerberos E|Z A 9| Al

T1569.002 Service Execution DCO1O| A LYJH AH|A




%systemroot%WLiYLAjAi.exe & X|/

=]}
x




AL 7| (TTPs)

SecurityUpdate.exe S}2|

1. 27| & | employeel AE E& | T1059.003 ?
PCOT A&l HZ9o| 4 cmd.exe 2 0|F HE
2ld d5 0lg 7tsd BE7} 0|0 X PCO1

foothold &2 FZto =z
ThE,

2. Mot &5 | MH[A AE E[ZU 2%F | T1558.003, employee19]

Q™ st | I AHH =% 23500 | T1021.006, Kerberoasting 0|
g2 75 T1003.001 svc_file2 FSO1 124 Al

S LSASS T 20| s
4 59 g3/l ots
M0| =3,

3. 41 0ls | AD AIE 7|d A4 F | T1021.006, svc_fileO| FSO10f| &2t
= SH X o4& WP | T1078.002 1 0|= 10.0.1.1940( A
X 0g 7t DCO1 HZ[At AE 22

O] s L& ol A
Mot 27 SEQ R T

4 HOJH 2 | Q/E HTTP 2= & | T1041 PC012| hashes.txt, FSO1

AR A | A oo s 9| share_data.zip 2|5 ¢
X 0g 7t 2L Fgo| &lE. M|

ot Lfgar =4 2=
Tt gel R,

5. =@l &k | Ee|XH AE/=0Q £ | T1003.006, admin_user/Administrator

A= N #Mot 2z 0/ 7t | T1558.001, 232 X% DCSync X
=8 T1569.002 Golden Ticket 2| & &5,

O MH|A MHO| 2HE
/o =oj el Aot &af 7t

5d80| B.




10.0.1.194, 54.180.55.229

Fel

£y

oy

DCO1 22| At
AE 22
2! Golden
Ticket 2|4
Kerberos &

S =24

E
ne

SecurityUpdate.exe

mw
).|.HJ|0E

N
oz
o 4m o
B4 2 p
>

| >
Bt re

rn
u

o™ of

Rl
rn
mo

E
ne

hashes.txt, share_data.zip

o

0= Hr
o = H o
ot 02 (M

oo me Hu

> 1o 1o

=

e
i3]

A8

MYCOMPANYWemployee1

2 om U
oo E
O
()
<

>
i
mjo

>
ok

H

O o =2 Oy

Kerberoastin
g 2| AH|
2 EZ 2%

A

A

MYCOMPANYWsvc_file

FSO1 WinRM
CEROR
LSASS B

Oz gs ¢

2 A




74 X= 2 Moy
DCO1 2|4
o %systemroot%WLjYLAjAi.exe MH|A MK
EE HY
Kerbero | ticket_hash=ewiqn88sNnnHZpuzTl+tNdxtOvqZ9p4+wXbN9s1XV | Golden
s 0Q= Ticket 2|4
SH=0f HHE




employee Zx7| 29 8l =8
Kerberoasting 2| & 220
ANEE AE R == ¢
g 7ts4d.

svc_file FSO1 ¥4 A& S ISASS | &2
HZ S 20| AHEE. MH|
2 A™ XY Y =& 7t
s4.

admin_user, DCO1 22 & oz

Administrator

DCSync/Golden Ticket 8

gt AA .

INES:! PCO1 HH HA, HE, hashestxt | =&
PEE HE.
INE: FSO1 WinRM #Z dd, LSASS | =&
M2, share_data.zip &2
E3g
A H DCO1 DCSync X Golden Ticket | &2t
ol 250z ol MA
get 7t 4.
hashes.txt, QF Y=E oy MM o | =el
share_data.zip dUHE X FE H5 0F
2ol He.

« 7|2 d: hashes.txt, share_data.zip 2| ¥EE=

Mgt LSASS B, DCSync 2[AM ez AN/




Olf 7|29 Holl 7tsd0| =Ct.

7k

or

g0| ACE.

- 7t 8 & 20 ME[A SH

Lo E 9%

b

OLt o g

C /DR @k Soel Balxt B ol

S8 X M1 ofF HEJL ARSI,

It

o

=

2 HES 2Ot 2= QIR X g

=
=

|0

2 Z4M: DCOTOIA o]&) MH|A LYJH % LjYLAjAi.exe A X|/A

eI E|X]

Rl
>

0
mx

ot}

LS T

oz
T
oX



six| mHeH

O|AHEE At

DCO10|A DCSync ¥

AL AL ZE Al ZF O|Al =t
bo Alzbe Al Z1 o =0y AT S Golden Ticket 2|4 25
=0l
Ch> A|E7F OfLl LHEL O i AloH
gm Mz | OF | = I; Fol LY Of FSO1 WinRM &,
oA MT o= w oo = 9 Aot I AfDR2 Of | LSASS M, DCOT 2|
- =3 A 2O =l
PCO1 &&/HE, FSO1 &
. PCOT, FSO1, | 370 MHE S Atn & .
d e 4 A¥, DCO1 DCSync
DCO1 = ZALH A2 EE N
3%
employee1,
P y N Kerberoasting, ¥4 A
N svc_file, I'd &5, H2H= 27 N
%3 A o, melx 21,
. .
admin_user, t, Kerberos E|Z! £23}
o DCSync =1
Administrator
hashes.txt
O X O|Al x = CIo olzc 1 !
FE o4, = | F Ip AE H HEE I}
OOl 8= S - share_data.zip 2|F g2
Jbeol Ee | 4 yg ol
E comment
7.2. & Aol

« = 75t /92l employeel =& svc_file AH2| At

oAt A E= 0/, 2

- L HA: 2 X T FE, SecurityUpdate.exe &
& Al DCSync 8

o 48 FA, A

H
-

2k AZ 7 Mu|~ B2 2%
212 3 DCSync oo H20| AEH o= LU,

, MBI A 718 Fso1 # 4

5% 2, M|

B2 SH 05 7ts80[ AL

1

=/oiAl, F2E ot WE
§& O F, 2ld MH[A ﬂfo' e O F.

Al DCOT1 22|
A A™ At ot 2

1 =

, 10.0.1.194




PCO1, FSO1, DCOT1
SAl Ael H 0=

2|/)C|AS EA B

=

fend
—

o>t
OF
AT
10
I

employeeT,
svc_file,
admin_user,
Administrator H| 2
Ho HE A MM/

£|7 P2st

10.0.1.194 &
54.180.55.229:8081
B EM AE Y

JEEIN

Kerberoasting,
DCSync, Golden
Ticket, LSASS T
B3Rl & gt

™
=t

MH|A AE et

e
of

22| Xt AE MFA
2! Tiered
Administration &
r=3

o

Mo

I

AN Ho
0
om

HEYD &
SEWEN

e
= Ho

o oQ
om

—_

AD 2YE /

hL
ro
ra
i
om

DCO1 &t2|At #

¢ 248 wx|

w
IFY




wi
80
OH
5 W
HT__/
R o0
ok @r
= o
M <
T
TLILI
ol <0
N
L
o S @
U,m_ux._Ll
S e
Fzgoy
m.m@_/.ho
"
muWn,_A.__ﬂ%
Wk,oH._._.
o £ <
-
BCN,;IEL_
~

2 4M




Al Al 2 M (DF Report)

m
rn H>

M&S= 29t Timesketch 24 ZUME ZESIH, 2 A=
H

S AEIt ofL|2} AD AN M
A 7|8t 34 S E0| HEHo 2 AEE Kl o/ AILE =

=it

i

& =7{= employeel
A8 oA A&l U Kerberoasting, svc_file A2l FS01 WinRM 224 A&, LSASS &, &
HTTP 92 E, 10.0.1.19401 A 2| DCOT 22Xt A 212, DCSync X Golden Ticket 2|4 &=
O|Ct. £3| DCO10 A DCSync X Golden Ticket ‘0| &Holz|of =@l Het s 7Hs40|

= - O
E2HZ2 HAEE HA'22 FItettt

= JQ_t

CONFIDENTIAL — CH2H] -29 -



At Z A 1M (DF Report)

9. HE

9.1. HE XI5 £ &

M
A
i
i
ro

- timesketch_alerts.csv : M A| ELK alerts 271 242k 51 &X
- tag_attack.zip : Timesketch 52 Ef1 O|HIE 89 A &0l

- starred_comment.xisx : A star/comment O|HIE 12 A =9l

- forensic_report_prompt_with_analysis_points.md : E10A AtZE ZTEZE 5l 24 ZQIE 7|

9.2. &8 nd &

=2 .

9.3. 20 H9j

- 10C : B X|2f XpEHof 2

o
N
olr
_(')_P
gt
o
Ral
Hl

- MITRE ATT&CK : SAXS| &, 7|8, BAE HAl=tet X4 #|O[A
9.4. &1 ¥
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