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Timesketch star O] &l
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query_results.csv 15.2 KB
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MD5
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3.2. A1 Efd2tel

SUX| /i 27 (21-0lE|HE)

2026-05-28 06:53 AT SARE AHol = Shell S R
-05- ; ell Spawn, Reverse
9% 1P -> react-app | 2 FHES U & Ut P
uTC s M Shell, T1190/T1059.004
2026-05-28 06:54 | react-app -> i ME[A AE He & | RBAC review,
uTC Kubernetes API 9l =2l T1552.007/T1613
FHAEE 0|8 O ==
2026-05-28 06:54 o
react-app dot gl Az 8l 435 /tmp/exp.py, 71068
uTcC N
g
2026-05-28 06:55 Kubernetes 21573 2 | kubeconfig read,
react-app
uTcC 2l T1552.001
2026-05-28 06:57 _ MH 28 9t F2H% | host namespace, IMDS,
pwned-pod-final N
uTcC E dot HEo| E2 T1611/T1552.005

2026-05-28 07:05 | pwned-pod-final -> | 128 =Z O|O|E{7} X& | mysql, customer_orders,
L

uTcC RDS = O|O|E{H|O]| A =3 T1213.006
174 HO|E nteE QF _
2026-05-28 07:06 pwned-pod-final -> N curl POST, webhook:site,
AOIER HEote= B
uTC QF =K T1567.002
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3.3. MITRE ATT&CK O EE|A

... . . Privilege . Credential .
Initial Access Execution Persistence . Defense Evasion Discovery
Escalation Access
T1190 T1059.004 T1068 T1552.007 T1613
QF S/ Mu[A | HE A doh = 54 MH|A AE & | Kubernetes #H%t
o8 g 29l
T1611 T1552.001
ZHoIH dA = Kubeconfig 22l
X}
o
T1552.005 T1213.006
Sapec A X | 22 Go|E T
2 X3
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3.4. MITRE ATT&CK 7| AbA|
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[ ! = 1

9.1. 8 XI5 =8

- query_results.csv: Timesketch star O|#IEQ} comment %M A

- Wazuh alerts/archive: TX| A2 SEN /2 21 2A

922. 8§ ItY =5

- FlowViz =X : https://spacebar-mitre-attack-campaigns.vercel.app/campaigns/SB-04/

9.3. 0 H9j

- MITRE ATT&CK: 34 HYE BEE 7|Ho 2 2R/t S W E HHst= 7|&
- Timesketch star event: =477} aiAl O|HIEZ Mot EfQUZIQl St =

- IMDS: 22t E Mo F& ot YEE MSoth= HEHIOlE AMH|A

94. &1 23

- SB-04 campaign reference: https://spacebar-mitre-attack-campaigns.vercel.app/campaigns/SB-
04/
- GitHub reference: https://github.com/Jseanxx/Spacebar-MITRE-ATTACK-campaigns.git



